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Security Technology for SAE/LTE
For a smooth transition from 3G to 4G, we have studied the
requirements for new security functions to be introduced for
LTE. Of those, security functions that have the same level as
in the previous 3G or higher and functions for defense
against current attacks from the Internet are particularly
important. We therefore introduced a key hierarchy, separated security into an access stratum and a non-access stratum,
and expanded the forwarding security functions during handover as the main new security functions for LTE.
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*1 NAS: The functional layer in the Universal
Mobile Telecommunications System (UMTS)
protocol stack between the core network and
the UE.
*2 AS: The functional layer in the UMTS protocol stack between the eNB (see *3) and the

UE.
*3 eNB: A base station for the LTE radio access
system.
*4 Compromised: A security relevant item
(such as a key) is compromised, if it is known
to or can be accessed by an unauthorized party.
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Figure 1 Hierarchical keys and method for key generation between entities in LTE

be installed in exposed locations to

*5 U-Plane: The protocol for transmitting user
data.
*6 C-Plane: The protocol for transmitting control
signals.
*7 Integrity protection: Security technology
against communication data tempering.
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*8 USIM: An application on an IC card to persistently store subscriber information such as configuration and authentication data as well as subscriber defined information such as phone numbers.
*9 3GPP AKA: A 3GPP protocol for mutually

authenticating network and USIM and for sharing temporary keys for encryption and integrity
protection.
*10 NDS: Security between the nodes within a network domain.
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*11 XOR: A logical computational operation in
which the value of the given input is taken as
true when there is an odd number of true bits and
false when there is an even number of true bits.
*12 Key stream: In stream encryption, encryption
is done by performing a bit-wise XOR of the

plaintext data with a pseudo-random number.
The pseudo-random number generated by
stream encryption is called a key stream.
*13 HSS: A subscriber information database in a
3GPP mobile communication network; it manages authentication information and network

visiting information.
*14 AuC: A logical node in 3GPP for storing user
authentication data and other data related to
security.
*15 MME: A logical node for mobility management and control.
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Figure 2 Key chain model for handover
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